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Fast Forward Music – Privacy Policy (Student) 
 

 

 
 

(Alternative Provision & Post-16) 

Purpose of This Policy 
Fast Forward Music is committed to protecting the privacy, safety, and rights of all students.​
 This policy sets out how we collect, store, use, share, and protect student information in line with: 

●​ UK GDPR (General Data Protection Regulation) 
●​ Data Protection Act 2018 
●​ Education Act 1996 & 2002 
●​ KCSiE (Keeping Children Safe in Education) 
●​ Prevent Duty (Counter-Terrorism and Security Act 2015) 
●​ Ofsted Education Inspection Framework 
●​ Local Authority commissioning requirements 
●​ Fast Forward Music’s Data Protection & GDPR Policy​

 

This policy applies to all students in our Alternative Provision (AP) and Post-16 Creative Pathways. 

 

Scope 
This policy applies to: 

●​ All students enrolled in the provision 
●​ Parents/carers and commissioning bodies (where applicable) 
●​ All staff, contractors, tutors, DSLs, volunteers, and external professionals 
●​ All data systems (physical and digital) used by the organisation​

 

It covers both identifiable data (personal information) and sensitive data (special category information). 
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What Personal Data We Collect 
We only collect data that is necessary for education, safeguarding, wellbeing, and legal compliance. 

3.1 Personal Identification 

●​ Name​
 

●​ Date of birth​
 

●​ Address​
 

●​ Parent/carer details​
 

●​ Emergency contacts​
 

●​ Passport/ID (Post-16 only, if required for funding)​
 

3.2 Educational Information 

●​ EHCPs, support plans, risk assessments​
 

●​ Attendance records​
 

●​ Progress reports​
 

●​ Behaviour logs​
 

●​ Tutor feedback​
 

3.3 Safeguarding & Pastoral Data 

●​ CPOMS entries​
 

●​ Multi-agency information​
 

●​ Incident records​
 

●​ Risk information shared by schools or local authorities​
 

●​ Medical, SEN, or vulnerabilities relevant to safety or support 
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3.4 Transport Information (AP & Post-16) 

●​ Commissioned taxi details​
 

●​ Transport logs​
 

●​ Drop-off/pick-up times​
 

●​ Contact records with commissioning bodies​
 

3.5 Digital & Technical Information 

●​ CCTV footage (used for security and incident reporting only)​
 

●​ IT system usage (e.g., log-ins, emails, case logs)​
 

●​ Photos or video used for progress evidence (not promotional use unless consent is signed)​
 

We do not collect unnecessary or excessive data. 

 

How We Use Student Data 
We use student information for: 

4.1 Safeguarding & Legal Requirements 

●​ Keeping students safe​
 

●​ Preventing harm or exploitation​
 

●​ Compliance with KCSiE, Prevent, and local authority requirements​
 

4.2 Educational Provision 

●​ Curriculum planning​
 

●​ Tracking progress and development​
 

●​ Tailoring support and interventions 
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4.3 Communication 

●​ Contact with parents/carers​
 

●​ Liaison with commissioning schools & local authorities​
 

●​ Coordination of transport arrangements​
 

4.4 Legal Obligations 

We process personal data because we are legally required to do so under: 

●​ Education Act​
 

●​ Safeguarding legislation​
 

●​ Contractual obligations with commissioners​
 

●​ Data Protection Act & UK GDPR​
 

We never sell or share data for marketing purposes. 

 

Lawful Basis for Processing 
Under UK GDPR, our lawful bases include: 

●​ Public Task – delivering education and safeguarding​
 

●​ Legal Obligation – compliance with statutory duties​
 

●​ Vital Interests – protecting life or preventing serious harm​
 

●​ Contract – where required by commissioning agreements​
 

●​ Consent – only where optional (e.g., photos for marketing)​
 

Special category data (e.g., medical or safeguarding records) is processed under: 

●​ Substantial Public Interest (Safeguarding)​
 

●​ Vital Interests​
 

●​ Legal Obligation​
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How Long We Keep Student Data 
We retain data only for as long as necessary: 

Data Type Retention 

Safeguarding records Until student is 25 (statutory) 

Attendance & transport logs 3 years 

Academic progress & reports 6 years 

Complaints or incidents 6 years 

Consent forms Until withdrawn or 5 years 

Post-16 enrolment documents 7 years (funding requirement) 

Full retention timelines are available in the GDPR/Data Protection Policy. 
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Data Storage & Security 
We use secure systems and follow strict protocols: 

7.1 Digital Safeguards 

●​ CPOMS for safeguarding (restricted access only)​
 

●​ Encrypted devices and passwords for all staff​
 

●​ Limited access to sensitive files on a need-to-know basis​
 

●​ Secure cloud storage compliant with UK GDPR​
 

●​ Regular audits​
 

7.2 Physical Security 

●​ Locked filing systems​
 

●​ Restricted access to student folders​
 

●​ No documents left visible on desks​
 

●​ Secure disposal using cross-cut shredding or certified removal​
 

7.3 Communications 

●​ Students’ names are never shared in group messages​
 

●​ Safeguarding updates must use approved channels only​
 

●​ Transport and attendance information must be shared securely​
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Sharing Student Information 
We share student data only when necessary, and always in line with the law. 

We may share data with: 

●​ Commissioning schools or local authorities (e.g., NCC, NSCC, Aldercar)​
 

●​ Safeguarding partners (MASH, CAMHS, police, social care)​
 

●​ Exam/awarding bodies (e.g., RSL Awards)​
 

●​ Transport providers where essential to safety (e.g., name, time, collection point)​
 

●​ Medical professionals where necessary​
 

●​ Emergency services​
 

We do not share personal data with third parties unless: 

●​ Required by law​
 

●​ Necessary for safeguarding​
 

●​ Consent has been provided (for non-essential purposes)​
 

 

Student Rights Under UK GDPR 
Students (and parents for AP students) have the right to: 

●​ Request access to their data (Subject Access Request)​
 

●​ Request correction of inaccurate data​
 

●​ Request deletion where legally possible​
 

●​ Restrict or object to certain processing​
 

●​ Be informed how their data is used​
 

●​ Withdraw consent for optional uses (e.g., photography)​
 

Requests are handled by the Data Protection Lead and must be responded to within one month. 
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Photography, Video & Promotional Use 
We operate a strict consent-based system: 

●​ Photos/videos for educational evidence do not require parental consent if necessary for 
educational purposes.​
 

●​ Photos/videos for promotional use (websites, social media, marketing) require signed 
consent from parents/carers (AP) or students themselves (Post-16).​
 

●​ Students without consent must never appear in promotional materials.​
 

 

Staff Responsibilities 
All staff must: 

●​ Follow this policy and the GDPR/Data Protection Policy​
 

●​ Complete annual GDPR, safeguarding & confidentiality training​
 

●​ Store data securely​
 

●​ Avoid discussing personal information in open/shared spaces​
 

●​ Use CPOMS for all safeguarding records​
 

●​ Follow password and device security requirements​
 

●​ Report data breaches immediately to a DSL​
 

Unauthorised disclosure of data may result in: 

●​ Disciplinary action​
 

●​ Mandatory retraining​
 

●​ Referral to safeguarding or external authorities if necessary​
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Data Breaches 
A data breach includes: 

●​ Lost devices​
 

●​ Unauthorised access​
 

●​ Emailing student information to the wrong recipient​
 

●​ Losing printed documents​
 

●​ Sharing information inappropriately​
 

All breaches must be: 

1.​ Reported immediately to the DSL/Head of Provision​
 

2.​ Logged in the data breach register​
 

3.​ Investigated in line with our GDPR policy​
 

Certain breaches may require notification to the ICO. 

 

Links to Other Policies 
This Student Privacy Policy should be read alongside and available on our website: 

●​ Fast Forward Music GDPR & Data Protection Policy​
 

●​ Safeguarding & Child Protection Policy (KCSIE)​
 

●​ Behaviour Policy​
 

●​ Staff Code of Conduct​
 

●​ ICT & Acceptable Use Policy​
 

●​ Transport Policy​
 

●​ Complaints Procedure​
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Review 
This policy is reviewed annually, or sooner if required by: 

●​ Legislative changes​
 

●​ Ofsted updates​
 

●​ Operational needs​
 

●​ Changes in data processing systems 

 

Review 
This policy will be reviewed annually or following any changes in legislation, Ofsted guidance, or 
Prevent requirements. 

 

Written & Updated by Director Scott Ballam​
Updated 16th June 2025​
Review Date: 31st August 2026 

 

Approved by Director Steve Lee 

Policy reviewed in line with Government Changes and FAST FORWARD will be updated via QA 
reviews, internal inspections and advisories. 
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